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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON,  D .C .  20503  

M-05-22 
August 2, 2005 

FROM: Karen S. Evans 

MEMORANDUM FOR THE CHIEF INFORMATION OFFICERS 

    Administrator 
Office of E-Government and Information Technology 

SUBJECT: Transition Planning for Internet Protocol Version 6 (IPv6) 

As I stated in my testimony of June 29, 2005, before the House Committee on 
Government Reform, we have set June 2008 as the date by which all agencies’ 
infrastructure (network backbones) must be using IPv6 and agency networks must 
interface with this infrastructure. This memorandum and its attachments provide 
guidance to the agencies to ensure an orderly and secure transition from Internet Protocol 
Version 4 (IPv4) to Version 6 (IPv6). Since the Internet Protocol is core to an agency’s 
IT infrastructure, beginning in February, 2006 OMB will use the Enterprise Architecture 
Assessment Framework to evaluate agency IPv6 transition planning and progress, IP 
device inventory completeness, and impact analysis thoroughness. 

Recent reports from the Government Accountability Office (GAO) and Department of 
Commerce’s National Telecommunications and Information Administration (NTIA) 
discuss the benefits, complexity, costs, and risks organizations may encounter during the 
transition to IPv6. Additionally, the Department of Homeland Security’s US-CERT has 
recently issued an advisory of security issues concerning IPv6.  You should review these 
reports and the advisory to familiarize yourselves with the transition issues and ensure 
that risks are appropriately mitigated during your transition so the benefits are fully 
realized.1 

What must agencies do and by when? 

Following the guidance in the attachments to this memorandum, agencies must take the 
following actions by: 

November 15, 2005 
x Assign an official to lead and coordinate agency planning, 
x Complete an inventory of existing routers, switches, and hardware firewalls 

(see Attachment A for details);  

1 References may be found at http://www.gao.gov/new.items/d05471.pdf, and 
http://www.ntia.doc.gov/ntiahome/ntiageneral/ipv6/.  The IPv6 vulnerability advisory from US-CERT was 
distributed via the Federal CIO Council and Small Agency Council list on April 5, 2005 and may be 
obtained from the secure US-CERT Portal. 



x Begin an inventory of all other existing IP compliant devices and technologies 
not captured in the first inventory (see Attachment A for details); and 

x Begin impact analysis to determine fiscal and operational impacts and risks of 
migrating to IPv6 (see Attachment B for details). 

February 2006 
x	 Using the guidance issued by Chief Information Officers Council Architecture 

and Infrastructure Committee (see below), address each of the elements in 
Attachment C in your agency’s IPv6 transition plan and provide the 
completed IPv6 transition plan as part of the agency’s Enterprise Architecture 
(EA) submission to OMB.  Additional guidance on your agency’s EA 
submission will be forthcoming. 

x	 Provide a progress report on the inventory and impact analysis, as part of the 
agency’s Enterprise Architecture (EA) submission to OMB.  Additional 
guidance on your agency’s EA submission will be forthcoming. 

June 30, 2006 
x Complete inventory of existing IP compliant devices and technologies not 

captured in first inventory, and 
x Complete impact analysis of fiscal and operational impacts and risks.  

June 30, 2008 
x	 All agency infrastructures (network backbones) must be using IPv62 and 

agency networks must interface with this infrastructure.  Agencies will 
include progress reports on meeting this target date as part of their EA 
transition strategy. 

Selecting Products and Capabilities 

To avoid unnecessary costs in the future, you should, to the maximum extent practicable, 
ensure that all new IT procurements are IPv6 compliant.  Any exceptions to the use of 
IPv6 require the agency's CIO to give advance, written approval.  An IPv6 compliant 
product or system must be able to receive, process, and transmit or forward (as 
appropriate) IPv6 packets and should interoperate with other systems and protocols in 
both IPv4 and IPv6 modes of operation.  Specifically, any new IP product or system 
developed, acquired, or produced must: 

x Interoperate with both IPv6 and IPv4 systems and products, 
x If not initially compliant, provide a migration path and commitment to upgrade to 

IPv6 for all application and product features by June 2008, and 
x Have available contractor/vendor IPv6 technical support for development and 

implementation and fielded product management. 

2 Meaning the network backbone is either operating a dual stack network core or it is operating in a pure 
IPv6 mode, i.e., IPv6-compliant and configured to carry operational IPv6 traffic. 



The National Institute for Standards and Technology (NIST) will develop, as necessary, a 
standard to address IPv6 compliance for the Federal government.  Additionally, as 
necessary, the General Services Administration and the Federal Acquisition Regulation 
Council will develop a suitable FAR amendment for use by all agencies.  

Additional Guidance 

The Chief Information Officers Council Architecture and Infrastructure Committee will 
develop additional IPv6 transition guidance for the agencies.  The Committee anticipates 
completing this guidance by November 15, 2005, and will address each of the elements 
identified in Attachment C.   

If you have questions regarding Attachment C, please contact Richard Burk at 202-395-
0379. For questions on Attachments A and B, please contact Lewis Oleinick at 202-395-
7188 or oleinick@omb.eop.gov. 

Attachments 



Attachment A:  Agency IPv6 Inventory Guidance 

Agencies must first conduct an inventory of existing IP-aware switches, routers, and 
hardware firewalls. The inventory should be conducted per “investment” as defined in 
OMB Circular A-11, section 53. This first inventory must be reported to OMB no later 
than November 15, 2005. 

Agencies also must provide a second inventory of all IP compliant devices and 
technologies not captured by the first inventory.  Agencies will provide a progress report 
as part of their February 2006 EA submission to OMB and as otherwise requested.  This 
inventory must be completed and reported to OMB no later than June 30, 2006. 

Both inventories should include the following data elements for each device/technology: 

IPv6 Transition Checklist 

1. Investment (Name) 

Investment Investment 
Name: BY06 UPI:   

Sub-Agency: 
Agency: 

Program Phone: 
Manager: Email: 

Prime Support Contractor: 

2. Investment Information 

a. Investment 
Description: 

Number of Distinct Types Percent of Number of Distributed Sites 
of Applications/Devices: Applications/Devices Associated with this Investment 

IPv6 Compliant: 

3. Identify Applications or Devices used within this investment:  (Add more lines as required, see Type Code legend below)  -
Additional details are required for complete inventory at the bottom of this report. 

Application/Device Name Purpose Type Manufacturer/V 
endor Name(Acronym) 



Type Code Legend:   
G = Government Off-the-Shelf    C = Commercial Off-the-Shelf       MC = COTS Modified by Government Contract but still 
S = Shareware   F = Freeware      available to the public 
RT = Router Device                         FD = Firewall Device                     SW = Switch Device  
AD = Authentication Device            OD = Other Device VD = VPN/Remote Access Device available to the public. 
HD = Host Device CD = Client Device . 

4. Identify Applications or Devices that are not IPv6 compliant  

Application/Device Name 
(Acronym) 

Describe dependence on IPv4 Impact (see 
Legend) 

IPv6 Compliant 
Date 

Impact Code Legend:   
Legacy = App/Device will be replaced before 2008 and will not transition.       Mod = Will be modified by date identified 
Upgrade = New IPv6 compliant version will be implemented by date identified Waiver = Waiver will be submitted per 
guidance in Transition Plan 

5. Identify reliance on IPv4:   

a. Define how IPv4 is implemented preventing IPv6 
capability: (Database fields; hard-coded addressing; 
proprietary protocol implementation; IPv4 loopback 
addresses; reliance on non-IPv6 OS, COTS, or GOTS) 

b. Identify the amount of IPv4 address space used by the 
investment in terms of approximate CIDR address blocks, 
e.g. /20, /24, etc. 

6. Technical impact of transition to IPv6: 

a. Describe what needs to be done to achieve initial dual 
stack capability and/or full transition to IPv6. 

b. Describe IPv6 characteristics that will or should be 
leveraged as part of the system’s architecture (i.e. stacked 
headers, site/link local addressing, mobile IPv6, IPSec, 
unicast/multicast/anycast, stateless autoconfiguration). 

7. Dependencies:  

a. Describe technical dependencies that will impact the 
IPv6 implementation, i.e. processor or memory constraints, 
APIs, etc. 

b. Describe logistical dependencies external to your 
system, i.e. interrelated programs (C2PC, TDN, etc.) Upper 
Layer Protocols and applications. 

8. Programmatic impact(s):  



a. Schedule for systems to be dual-stack and full IPv6 
compliant using current Development Schedule. Include 
deployment, fielding, upgrade, and retrofit milestones. 

(1) Cost schedule – list currently budgeted, such as for tech 
refresh or upgrade, and additional funding required 
(deficiency) for each FY to achieve initial and objective IPv6 
capabilities in 8a. EXAMPLE: FY07 $20K($5K), FY08 
$8K($0) 

b. Accelerated schedule for systems to be dual-stack and 
full IPv6 compliant if current Development Schedule does 
not meet the goal of IPv6 compliant by 2008. Include 
deployment, fielding, upgrade, and retrofit milestones. 

(1) Cost schedule – list currently budgeted, such as for tech 
refresh or upgrade, and additional funding required 
(deficiency) for each FY to achieve initial and objective IPv6 
capabilities in 8b. EXAMPLE: FY07 $20K($5K), FY08 
$8K($0) 

9. Define technical and programmatic risks. 

10. Define Risk Mitigation Strategy for items identified in block 9. 

11. Can this investment or the systems in the investment become a representative “early adopter”?  (Yes / No) 

12. Recommendations:  (Enter any comments or ideas you have that have a bearing on this initiative) 
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Attachment B: Impact Analysis 

By November 15, 2005, begin an impact analysis as described below, report on progress as part 
of the February 2006 agency EA submission to OMB and as otherwise requested by OMB.  The 
results of this impact analysis must be reported to OMB no later than June 30, 2006 and must 
include both cost and risk elements as described in OMB Circular A-11. 

Cost estimate should include: 
1. Planning 
2. Infrastructure Acquisition (above and beyond normal expenditures) 
3. Training 
4. Risk mitigation cost 

Risk Analysis should consider: 
1. Schedule 
2. Technical obsolescence 
3. Feasibility 
4. Reliability of systems 
5. Dependencies and interoperability issues 
6. Surety (asset protection) considerations 
7. Risk of creating a monopoly for future procurements  
8. Capability of agency to manage the investment 
9. Overall risk of investment failure  
10. Organizational and change management 
11. Business 
12. Data/info 
13. Technology 
14. Strategic 
15. Security 
16. Privacy 
17. Project resources 
18. Human capital 



Attachment C: Transition Activities (Notional Summary of CIO Council Guidance) 

The CIO Council will develop additional transition guidance as necessary covering the following 
actions. To the extent agencies can address these actions now, they should do so. Beginning 
February 2006, agencies’ transition activity will be evaluated using OMB’s Enterprise 
Architecture Assessment Framework:   

x Conduct a requirements analysis to identify current scope of IPv6 within an agency, 
current challenges using IPv4, and target requirements. 

x Develop a sequencing plan for IPv6 implementation, integrated with your agency 
Enterprise Architecture. 


x Develop IPv6-related policies and enforcement mechanisms. 

x Develop training material for stakeholders. 

x Develop and implement a test plan for IPv6 compatibility/interoperability.

x Deploy IPv6 using a phased approach. 

x Maintain and monitor networks. 

x Update IPv6 requirements and target architecture on an ongoing basis. 




The Federalist No. 9



ALEXANDER HAMILTON

November 21, 1787 





To the People of the State of New York: 


A FIRM Union will be of the utmost moment to the peace and liberty of the States, as a barrier against domestic faction and insurrection. It is impossible to read the history of the petty republics of Greece and Italy without feeling sensations of horror and disgust at the distractions with which they were continually agitated, and at the rapid succession of revolutions by which they were kept in a state of perpetual vibration between the extremes of tyranny and anarchy. If they exhibit occasional calms, these only serve as short-lived contrast to the furious storms that are to succeed. If now and then intervals of felicity open to view, we behold them with a mixture of regret, arising from the reflection that the pleasing scenes before us are soon to be overwhelmed by the tempestuous waves of sedition and party rage. If momentary rays of glory break forth from the gloom, while they dazzle us with a transient and fleeting brilliancy, they at the same time admonish us to lament that the vices of government should pervert the direction and tarnish the lustre of those bright talents and exalted endowments for which the favored soils that produced them have been so justly celebrated. 


From the disorders that disfigure the annals of those republics the advocates of despotism have drawn arguments, not only against the forms of republican government, but against the very principles of civil liberty. They have decried all free government as inconsistent with the order of society, and have indulged themselves in malicious exultation over its friends and partisans. Happily for mankind, stupendous fabrics reared on the basis of liberty, which have flourished for ages, have, in a few glorious instances, refuted their gloomy sophisms. And, I trust, America will be the broad and solid foundation of other edifices, not less magnificent, which will be equally permanent monuments of their errors. 


But it is not to be denied that the portraits they have sketched of republican government were too just copies of the originals from which they were taken. If it had been found impracticable to have devised models of a more perfect structure, the enlightened friends to liberty would have been obliged to abandon the cause of that species of government as indefensible. The science of politics, however, like most other sciences, has received great improvement. The efficacy of various principles is now well understood, which were either not known at all, or imperfectly known to the ancients. The regular distribution of power into distinct departments; the introduction of legislative balances and checks; the institution of courts composed of judges holding their offices during good behavior; the representation of the people in the legislature by deputies of their own election: these are wholly new discoveries, or have made their principal progress towards perfection in modern times. They are means, and powerful means, by which the excellences of republican government may be retained and its imperfections lessened or avoided. To this catalogue of circumstances that tend to the amelioration of popular systems of civil government, I shall venture, however novel it may appear to some, to add one more, on a principle which has been made the foundation of an objection to the new Constitution; I mean the ENLARGEMENT of the ORBIT within which such systems are to revolve, either in respect to the dimensions of a single State or to the consolidation of several smaller States into one great Confederacy. The latter is that which immediately concerns the object under consideration. It will, however, be of use to examine the principle in its application to a single State, which shall be attended to in another place.


The utility of a Confederacy, as well to suppress faction and to guard the internal tranquillity of States, as to increase their external force and security, is in reality not a new idea. It has been practiced upon in different countries and ages, and has received the sanction of the most approved writers on the subject of politics. The opponents of the plan proposed have, with great assiduity, cited and circulated the observations of Montesquieu on the necessity of a contracted territory for a republican government. But they seem not to have been apprised of the sentiments of that great man expressed in another part of his work, nor to have adverted to the consequences of the principle to which they subscribe with such ready acquiescence. 


When Montesquieu recommends a small extent for republics, the standards he had in view were of dimensions far short of the limits of almost every one of these States. Neither Virginia, Massachusetts, Pennsylvania, New York, North Carolina, nor Georgia can by any means be compared with the models from which he reasoned and to which the terms of his description apply. If we therefore take his ideas on this point as the criterion of truth, we shall be driven to the alternative either of taking refuge at once in the arms of monarchy, or of splitting ourselves into an infinity of little, jealous, clashing, tumultuous commonwealths, the wretched nurseries of unceasing discord, and the miserable objects of universal pity or contempt. Some of the writers who have come forward on the other side of the question seem to have been aware of the dilemma; and have even been bold enough to hint at the division of the larger States as a desirable thing. Such an infatuated policy, such a desperate expedient, might, by the multiplication of petty offices, answer the views of men who possess not qualifications to extend their influence beyond the narrow circles of personal intrigue, but it could never promote the greatness or happiness of the people of America. 


Referring the examination of the principle itself to another place, as has been already mentioned, it will be sufficient to remark here that, in the sense of the author who has been most emphatically quoted upon the occasion, it would only dictate a reduction of the SIZE of the more considerable MEMBERS of the Union, but would not militate against their being all comprehended in one confederate government. And this is the true question, in the discussion of which we are at present interested. 


So far are the suggestions of Montesquieu from standing in opposition to a general Union of the States, that he explicitly treats of a CONFEDERATE REPUBLIC as the expedient for extending the sphere of popular government, and reconciling the advantages of monarchy with those of republicanism. 


"It is very probable (says he
) that mankind would have been obliged at length to live constantly under the government of a SINGLE PERSON, had they not contrived a kind of constitution that has all the internal advantages of a republican, together with the external force of a monarchical government. I mean a CONFEDERATE REPUBLIC. 


"This form of government is a convention by which several smaller States agree to become members of a larger one, which they intend to form. It is a kind of assemblage of societies that constitute a new one, capable of increasing, by means of new associations, till they arrive to such a degree of power as to be able to provide for the security of the united body. 


"A republic of this kind, able to withstand an external force, may support itself without any internal corruptions. The form of this society prevents all manner of inconveniences. 


"If a single member should attempt to usurp the supreme authority, he could not be supposed to have an equal authority and credit in all the confederate states. Were he to have too great influence over one, this would alarm the rest. Were he to subdue a part, that which would still remain free might oppose him with forces independent of those which he had usurped and overpower him before he could be settled in his usurpation. 


"Should a popular insurrection happen in one of the confederate states the others are able to quell it. Should abuses creep into one part, they are reformed by those that remain sound. The state may be destroyed on one side, and not on the other; the confederacy may be dissolved, and the confederates preserve their sovereignty. 


"As this government is composed of small republics, it enjoys the internal happiness of each; and with respect to its external situation, it is possessed, by means of the association, of all the advantages of large monarchies." 


I have thought it proper to quote at length these interesting passages, because they contain a luminous abridgment of the principal arguments in favor of the Union, and must effectually remove the false impressions which a misapplication of other parts of the work was calculated to make. They have, at the same time, an intimate connection with the more immediate design of this paper; which is, to illustrate the tendency of the Union to repress domestic faction and insurrection. 


A distinction, more subtle than accurate, has been raised between a confederacy and a consolidation of the States. The essential characteristic of the first is said to be, the restriction of its authority to the members in their collective capacities, without reaching to the individuals of whom they are composed. It is contended that the national council ought to have no concern with any object of internal administration. An exact equality of suffrage between the members has also been insisted upon as a leading feature of a confederate government. These positions are, in the main, arbitrary; they are supported neither by principle nor precedent. It has indeed happened, that governments of this kind have generally operated in the manner which the distinction taken notice of, supposes to be inherent in their nature; but there have been in most of them extensive exceptions to the practice, which serve to prove, as far as example will go, that there is no absolute rule on the subject. And it will be clearly shown in the course of this investigation that as far as the principle contended for has prevailed, it has been the cause of incurable disorder and imbecility in the government. 


The definition of a Confederate Republic seems simply to be an "assemblage of societies," or an association of two or more states into one state. The extent, modifications, and objects of the federal authority are mere matters of discretion. So long as the separate organization of the members be not abolished; so long as it exists, by a constitutional necessity, for local purposes; though it should be in perfect subordination to the general authority of the union, it would still be, in fact and in theory, an association of states, or a confederacy. The proposed Constitution, so far from implying an abolition of the State governments, makes them constituent parts of the national sovereignty, by allowing them a direct representation in the Senate, and leaves in their possession certain exclusive and very important portions of sovereign power. This fully corresponds, in every rational import of the terms, with the idea of a federal government. 


In the Lycian confederacy, which consisted of twenty-three CITIES or republics, the largest were entitled to three votes in the COMMON COUNCIL, those of the middle class to two, and the smallest to one. The COMMON COUNCIL had the appointment of all the judges and magistrates of the respective CITIES. This was certainly the most, delicate species of interference in their internal administration; for if there be any thing that seems exclusively appropriated to the local jurisdictions, it is the appointment of their own officers. Yet Montesquieu, speaking of this association, says: "Were I to give a model of an excellent Confederate Republic, it would be that of Lycia." Thus we perceive that the distinctions insisted upon were not within the contemplation of this enlightened civilian; and we shall be led to conclude, that they are the novel refinements of an erroneous theory. 


PUBLIUS.

� Essay concerning the Union as a safeguard against domestic faction and insurrection from The Independent Journal, November 21, 1787. Also appeared in The Daily Advertiser, November 21 and The New-York Packet, November 23.



� Spirit of Laws, Vol. 1, Book IX, Chap. I. (Publius) 









